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Abstract

Generalization is a well-known method for privacy preserving data pulgitaDespite
its vast popularity, it has several drawbacks such as heavy informatiendifficulty of sup-
porting marginal publication, and so on. To overcome these drawbaeksgevelop ANGEL,

a new anonymization technique that is as effective as generalization acpgvotection, but
is able to retain significantly more information in the microdata. ANGEL is applicaldeyo
monotonic principles (e.gl-diversity, t-closeness, etc.), with its superiority (in correlation
preservation) especially obvious when tight privacy control must beresd. We show that
ANGEL lends itself elegantly to the hard problem of marginal publication. ttiqadar, unlike
generalization that can release only restricted marginals, our techniqueeaasily used to
publish any marginals with strong privacy guarantees.

Keywords: Privacy, generalization, ANGEL.
To appear in IEEE TKDE.

1The name reflects the fact that our approach captures twdgromethodsANatomy[40] and GEneralization
[33, 34] as special cases.



1 Introduction

Privacy preserving publicatiohas received considerable attention from the database aaityn

in the past few years. Specifically, [Etbe a table containing sensitive information. The objective
is to release a modified versidit of 7" such thatl™ forbids adversaries from inferring the sensitive
data of7T" confidently, but on the other hand, allows researchers tenstahd useful correlations

in 7. The tablel" is often called thenicrodata

To illustrate, assume that a hospital wants to release thedata of Table 1a. Her®iseases
sensitive, that is, the publication must prevent the desedsany patient from being discovered.
Simply removing the names is insufficient due to the posgibilf linking attacks[33, 35]. For
example, consider an adversary that knows the age 21 andijdnaf Alan. Given Table 1a (even
without the names), s/he is still able to assert that thetfide must belong to Alan, and thus find
out his real diseaspneumonia As Ageand Sexcan be combined to recover a patient’s identity,

they are referred to agpuasi-identify(Ql) attributes.

Name | Age | Sex| Disease Age | Sex| Disease
Alan | 21 | M | pneumonia [21,40]| * |pneumonial
Bob | 23 | M | pneumonia [21,40]| * |pneumonial
Carrie | 38 | F | bronchitis [21,40]| * bronchitis
Daisy | 40 | F | bronchitis [21,40]| * bronchitis
Eddy | 41 | M | pneumonig [41,60]| * |pneumonia
Frank | 43 | M | pneumonig [41,60]| * |pneumonia
Gloria | 58 | F | bronchitis [41,60]| * bronchitis
Helena| 60 | F | bronchitis [41,60]| * bronchitis
(a) The microdata (b) 2-diverse generalization

Table 1. An example of generalization
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Figure 1: Regarding generalization as point-to-rectarrglesformation

Generalizationis a popular method of thwarting linking attacks. It worksreplacing Ql-values
in the microdata with fuzzier forms. Table 1b is a generalizersion of Table 1a. Notice that,

for instance, the age 21 of the first tuple in Table 1a has beglaced with an intervgR1, 40]
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in Table 1b. Also observe that generalization creQégroups each of which consists of tuples
with identical (generalized) Ql-values. For example, €bb has two QI-groups, including the
first and last 4 tuples, respectively. To understand why gdization helps to prevent linking

attacks, consider the same adversary aforementioned ribatskAlan’s age and gender. Given
Table 1b, s/he cannot tell exactly which of the first 4 tuplesalibes Alan. With a random guess,

the adversary can correctly link Alan pmeumonianly with 50% probability.

It is often convenient to regard generalization as a panettangle transformation in th@l-
space which is a space formed by all the QI attributes. Figure Tespnts each tuple in Table 1a
as a point, whose horizontal and vertical coordinates etipgatuple’s age and sex, respectively.
A black (white) point indicates a tuple with sensitive vapreeumonigbronchitig. RectangleR,
represents the first QI-group of Table 1b. Thgeextent of R, is the Agevalue [21, 40] of the
QI-group, and itsSexextent covers both F and M, corresponding to the wildcaréh“the group.

Similarly, rectangleR, describes the second QI-group.

A microdata relation can be generalized in numerous waysio¥a generalizations, however,
may provide drastically different privacy protection. Henin practice, generalization needs to
be guided by amnonymization principlewhich is a criterion deciding whether a table has been
adequately anonymized. Most notable principles inclagaonymity [33, 35],/-diversity [25],

andt-closeness [24].
1.1 Motivation 1: Large Information Loss in Stringent Privacy Protection

Researchers keep observing the drawbacks of existing piésciand then developing new princi-

ples to give better privacy guarantees. For instahdejersity is proposed to overcome the defects
of k-anonymity and yet, its own limitations led tecloseness. Privacy, however, is a natural foe of
utility. A privacy-safer principle reduces the number destable generalizations, thus decreasing

the chance of finding a utility-friendly generalization.

Let us demonstrate the phenomenon by examining again thedai@ in Table 1a. We want to
obtain a 2-diverse [25] generalization, where at most Hathe tuples in a Ql-group can have the
same sensitive value. For Table 1a (where only two sensitiliges exist), this translates into a

constraint that each QIl-group must have as many tuples giam@umoniaasbronchitis It is easy



Name | Age | Sex| Zip. | Disease Age | Sex| Zipcode | Disease Zipcode | Disease
Alan | 21 | M | 10k | pneumonia [21,23]| M | [10k,58K] | pneumonig [10k,12K] | pneumonia
Bob | 23 | M | 58k flu [21,23]| M | [10k,58K] flu [10k,12K]| bronchitis
Carrie| 58 | F | 12k| bronchitis [58,60]| F | [12k,60Kk]| bronchitis [58k,60Kk] flu

Daisy | 60 | F | 60k| pneumonia [58,60]| F | [12k,60K]| pneumonig [58k,60K] | pneumonig
Eddy | 70 | M | 78k flu [70,72]| M | [78Kk,80K] flu [78k,80K] flu

Frank | 72 | M | 80k | bronchitis [70,72]| M | [78K,80Kk]| bronchitis [78k,80K] | bronchitis

(a) Microdata (b) 2-diverse generalization (c) A 2-divensarginal

Table 2: Marginal publications by generalization

to verify that, the grouping of points in Figure 1 is the onlgngralizatiod understrict global
recoding[23], where the rectangles of all Ql-groups must be mutudiyoint. This choice loses
considerable information: apparently no gender data isqoved, while each age is transformed

into a long interval.

The previous observation implies a discouraging dilemmsi.th&® community strives to enhance
anonymity by seeking even safer anonymization principdesrisk further shrinking the already-
limited pool of eligible generalizations, and hence, woeNgntually be unable to feed the public

with useful scientific data.
1.2 Motivation 2: Marginal Publication

Typically, generalization loses less information when tioenber of QI attributes is smaller [1].
Therefore, besides a large table that covers all the Qbat#s, the publisher may also release
certain projections to enhance the public’s understandimghe underlying correlations. This

approach is callecharginal publication and has been explored in [20, 37, 44].

For example, assume again that the microdata is Table 2athahdhe publisher has released
Table 2b. After some time, a researcher requests refinedlabons ofZipcodeandDisease To
entertain the request, the publisher prepares a genéiatiz# the marginal Zipcode Diseaseé,
as shown in Table 2c. Clearly, it has more accurate Zipcotlas (fable 2b), and thus captures the

correlations betweeBipcodeandDiseasebetter.

Both Tables 2b and 2c are 2-diverse, but their simultaneobkgation violates 2-diversity. Con-
sider an adversary knowing Alan’s Ql-values. From TablesZbe is aware that Alan’s disease

is in the set{pneumoniaflu}, whereas from Table 2c, s/he is sure that the disease alsarfal

2Except the trivial and worse generalization that includeswhole table in a single QI-group.



{pneumoniabronchitis}. Hence, Alan must have contractedeumoniaUnfortunately, when the
set of marginals overlap with other in an arbitrarily comxpheanner, evaluating the privacy risk
is NP-hard [20, 44]. This fact forces a publisher to releadg those “easy” marginals for which

privacy risk can be calculated efficiently.

The above problem lingers in all the existing solutions [20,44] to marginal publication. In par-
ticular, the authors of [44] explicitly acknowledge thiy, éxplaining several cases where efficient
assessment of privacy risk is impossible. The work of [28]tlee other hand, is applicable only if
all the marginals to be published formdacomposable graplirinally, the method in [37] requires
that, except the first marginal, no subsequent marginahseld® can have the sensitive attribute.
For instance, after giving Table 2b away, the publisher iiately loses the option of releasing
Table 2c (as it contains the attribuiseasg. This is a severe drawback because the sensitive
attribute is very important for analysis, and hence, isc#ell in most marginal requests. Finally,
note that the solutions of [20, 37, 44] are designedif@anonymity and-diversity. When a dif-
ferent principle is applied, those solutions are no longglieable, and their adaptation requires

considerable overhead.
1.3 Contributions

This paper develops ANGEL, a new anonymization technigaedliercomes all the above prob-
lems. ANGEL is applicable to any monotonic anonymizatiomgple (includingk-anonymity
[-diversity, andi-closeness, etc.). Compared to traditional generalizati@msures the same pri-
vacy guarantee, but preserves significantly more infolonaith the microdata. The superiority
of ANGEL is especially obvious when stringent anonymity ttohis enforced. This is a highly
desirable feature because, as mentioned in Section 1.&ptheunity continuously invents safer

anonymization principles that fix the vulnerabilities oéthrevious ones.

Another crucial feature of ANGEL is that it lends itself vemicely to marginal publication. It
easily supports the publication ahy set of marginals, thus settling a problem known to be very
difficult with generalization. Furthermore, ANGEL supell monotonic principles in exactly
the same manner. As a result, no adaptation effort is negest@n a publisher decides to adopt

a different principle. This is a significant advantage ower previous solutions to marginal publi-



cation (which are “hard-wired” to specific principles).

The rest of the paper is organized as follows. Section 2 gesva generic model to capture gen-
eralization and anonymization principles. Based on the m&bztion 3 elaborates the details of
ANGEL and proves its privacy guarantees, while Section 4reks the results to marginal publi-
cation. Section 5 explains how to leverage the publicatiNGEL for data analysis. Section 6
presents an experimental evaluation of the proposed tgelniSection 7 reviews the previous

work related to ours. Section 8 concludes the paper witlctimes for future work.

2 E-M Generalization Modeling

LetT be a microdata table, which contahguasi-identifier (QI) attributes and a sensitive attribute

(SA) X. The core of generalization is to

¢ divide the tuples of" into a setF of disjointequivalence class€&C), and then

¢ transform the QI-values of the tuples in each EC to the sammedo

In Table 1b, for instance, each QI-group corresponds to anFB{bwing the previous work [7,
15, 17, 22, 23, 21, 24, 37], we assume that the (generalizedalQes of all ECs obey thstrict
global recoding22]. Namely, there cannot be two ECs whose rectangles in tksp&ce overlap

each other (review the point-to-rectangle transformaitlastrated in Figure 1).

Definition 1 (k-anonymity [33, 35]) E satisfiesk-anonymity if every EC inE contains at least
k tuples.

k-anonymity thwarts the so-callgatesence attacksvhere an adversary obtains the precise QI-
values of an individual, and wants to find out whether thisvigiial exists in the microdata. How-
ever, k-anonymity alone provides weak protection against linlkatigcks [25]. Hence, advanced
anonymization principles aim at constraining the disttidou of the sensitive values in each EC.
Next, we give a generic modeling of such principles. Lgtr,, ..., z,, denote all the values in the

domain of the sensitive attribuf€, wherem is the domain size oK. Then:

Definition 2 (SA-distribution) Given a multi-setS' of sensitive values, th®A-distribution in S

is characterized by a pdf : X — [0, 1], wheref(z;) equals the number of occurrenceswpin S
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divided by|S| (1 < i < m). Whenever convenient, we may reggrds anm-dimensional vector

{f<x1)7 f(x2)7 e f(xm>}

Generalization maps tuples in the same EC to an identicatliS#ibution. This is the key to
privacy preservation, namely, a tuple’s sensitive valueoiscealed into a distribution, which is
shared by all the tuples in the same EC. Formally, if we ige denote the entire family of all

possible SA-distributions, generalization essentiadifirtes a mapping
M:E—F (1)

which associates each ECe E with a SA-distributionf € F, written asf = M (C'). In alinking
attack, f corresponds to an adversary’s understanding about aridodis sensitive value, after

realizing that the individual's record falls 0.

Motivated by this, we introduce the following succinct défon of generalization.

Definition 3 (E-M Generalization Modeling)A generalization of a microdata tablel” can be

adequately represented as a pairofand M, denoted agE, M).

Example 1. Let us elaborate the E-M modeling of Table 1b. Hdreéncludes two EC€, = {Alan,
Bob, Carrie, Daisy andC, = {Eddy, Frank, Gloria, Helerja C; is mapped to a SA-distributiofy
where f;(pneumonia = f;(bronchitig = 0.5. Similarly,C5 is mapped to a SA-distributiofy, that
happens to be equivalent fo. M thus includes two mappingg; = M (C;) andf, = M(Cs). =

Now we are ready to define anonymization principles.

Definition 4 (Anonymization Principle) An anonymization principle is a constraint on a SA-
distribution. A generalizatiofF, M) satisfies the principle if the SA-distribution of every EC in

FE satisfies the constraint.

For example, the constraint imposed hbgiversity is that, in each ECC' € E, the frequency of

the most frequent sensitive value must be at m@ktt-closeness [24], on the other hand, forbids

3Precisely speaking;diversity requires each EC to contain at leasell-representedensitive values. The mean-

ing of well-represented can be interpreted in various wags [eading to different instantiations biliversity.



the SA-distribution of any EC to deviate significantly frohetSA-distribution of the whole table.
Formally, let f, represent the SA-distribution of the entire microdataThen, an EQ”' qualifies
t-closeness, iEM D(f, fo) < t, wheref is the SA-distribution of”, and functionE M D( f, f,)
is the earth mover distanc§4] between distributiong” and f,. Table 1b is actually a perfect
generalization by this principle, as it fulfills 0-closersgsoticing that the SA-distributiorfi of

each EC is exactly,, i.e., EM D(f, fo) = 0.

In this paper, we are interested in monotonic principles:

Definition 5 (Monotonicity). An anonymization principle immonotonic if the following is true:
given any two multi-sets of sensitive valigsand S, whose SA-distributions obey the principle,

the SA-distribution of the uniofi; U S, also obeys the principle.

Monotonicity is an important property that permits a togvdgpruning strategy in computing a
generalization [7, 15, 23, 21, 24, 25], which is the key toieahg low computation cost. Both

[-diversity andi-closeness are monotonic [24, 25].

Our discussion focuses on generalizatioAs M ) where

(i) Eis k-anonymous, and

(i) (E, M) satisfies the adopted anonymization principle.

By achieving these objectives, we provide sufficient pradecagainst both presence and linking
attacks. In particular, the parameteiin (i) controls the degree of presence-attack protection,

whereas the principle in (ii) can be any monotonic princga@inst linking attacks.

Discussion.Any method for privacy preservation must be designed withi@et adversary in mind.
Specifically, there should be a clear assumption on the lbaakg knowledge of the adversary. As
long as the assumption holds, the method must have a solidrigfea on how much the adversary
can learn from an anonymized dataset. The assumption amgliitantee constitute what defines
a privacy principle. For examplédiversity assumes that an adversary knows only the Qleglu
and guarantees that no individual’s sensitive value wilrde=aled with probability higher than

1/1. Tackling stronger background knowledge is the chief naditbn of designing new principles.
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For instancerecursive(c, [)-diversity[25] can guard against more powerful adversaries than the
basici-diversity. Even if (besides having Ql-values) an advergan excludd — 2 values (in

the domain of the sensitive attribute) from belonging toradividual, recursivéc, [ )-diversity still
guarantees that the adversary can succeed in pinpoingngdividual’s real value with probability
atmoste/(c+1). A crucial feature of ANGEL (presented in the next sectiarthat it is applicable

to all principles that are monotonic (hence, it applies tursive(c, [)-diversity as well) without

compromising their power of privacy protection at all.

3 The ANGEL Technique

We first provide an overview of ANGEL in Section 3.1, and themfalize it in Section 3.2. Sec-
tion 3.3 establishes its privacy guarantees, and Sectbd&ifies its relevance to traditional gen-
eralization, and its anonymization algorithm. FinallycBen 3.5 explains the differences between

ANGEL andanatomy{40].
3.1 Overview

Suppose that we want to publish the microdata of Table 1&pommg to 2-diversity. ANGEL

first divides the table intbatches

Batch 1:{Alan, Carrig;, Batch 2:{Bob, Daisy},
Batch 3:{Eddy, Glorig, Batch 4:{Frank, Helena

Observe that each batch obeys 2-diversity: it containspore@imoniaand onebronchitistuple.
ANGEL creates @atch table(BT), as in Table 3a, summarizing tliRiseasestatistics of each
batch. For example, the first row of Table 3a states that Bxaae tuple in Batch 1 carries
pneumonia Then, ANGEL creates another partitioning of Table 1, thigetinto bucketswhich

donothave to be 2-diverse):

Bucket 1:{Alan, Bob}, Bucket 2:{Carrie, Daisy,
Bucket 3:{Eddy, Frank, Bucket 4:{Gloria, Helena



Finally, ANGEL generalizes the tuples of each bucket ineogame form, producinggeneralized
table (GT). Table 3b demonstrates the GT. Note that GT does natdectheDiseaseattribute,

but stores, for each tuple of the microdata, the ID of thelbatmtaining it. For instance, the first
tuple of Table 3b has Batch-ID 1, because its owner Alan belongs to Batch 1. Tables 3a and 3b

are the final relations released by ANGEL.
3.2 Formalization

Let 7" be the microdata, an@ be the objective anonymization principle (e.g., 2-divgrsi Sec-

tion 3.1). We start by formalizing the notions of batch andkmsi.

Definition 6 (Batch) A batch partitioning of the microdatdl” consists obatchesB;, Bs, ..., By

such that

e each batch is a set of tuples
e U B; =T and, for anyi # j, B; N B; = {;

e the SA-distribution in each batdh; (1 < ¢ < b) satisfies principleP.

We refer to the subscriptof batchB; as thebatch-ID of B;.

Definition 7 (Bucket) A bucket partitioning consists obucketsC}, (s, ...,C. such that

e each bucket is a set of tuples’in

e each bucket contains at leakttuples, wherek is a parameter controlling the degree of

protection against presence attacks;
e U ,C; =T and, foranyi # j, C; N C; = 0.
In ANGEL, anypair of bucket and batch partitionings determine an anomgcthpublication, called
angelization

Definition 8 (Angelization) Given a batch partitioning B,, B, ..., B,} and a bucket partitioning
{C1, Cs, ..., C.} of the microdatal’, an angelizationof 7" is a pair of abatch table (BT) and a
generalized table(GT), such that
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e BT has three columng{Batch-ID, X, Count}, whereX is the sensitive attribute &f. For
every batchB; (1 < i < m) and every sensitive valuee X that appears in3;, BT has a

row (i, =, y), wherey is the number of occurrences oin B;.

e GT has all the Ql-attributes of’, together with an extra column Batch-ID. Every tuple
t € T defines a row in GT, which stores the generalized QI-values afd the ID of the
batch containing. All tuples in the same buckét (1 < i < e) have equivalent generalized

Ql-values.

ANGEL publishes BT and GT. For example, Table 3a (3b) is the BT){@sulting from angelizing
the microdata Table 1a, whénis 2-diversity. The batch (bucket) partitioning, whichdsao the
BT and GT, contains the batches (buckets) as labeled in Tal{€ble 3b).

3.3 Privacy Guarantees

Before analyzing the privacy guarantee of ANGEL, we fit it ittte E-M modeling of generaliza-
tion in Definition 3. For this purpose, we need to elaboragesmantics off and M here. The
meaning ofF is obvious: the set of buckets. Specifically, each bucket an EC, as all the tuples

in C possess the same generalized Ql-values in GT.

Now, given any EC (i.e., a buckef) € F, we reveal its associated SA-distributign= M (C).
Let I be the set of rows in GT created frath For each batch-ID € [1, 5], usen(!,) to denote

the number of rows if whose attributdatch-IDequalsi. Thus,f is given by

~n(l,1) n(1,2) n(I,b)
f= 7] fi+ 7] fot o+ 1] o (2)

wheref; (1 < i < b) is the SA-distribution of batcl®;, and all off, f1, ..., f, should be understood

asm-dimensional vectors (see Definition 2) withbeing the domain size of the sensitive attribute.

In other wordsthe SA-distribution of each EC in an angelization is the lsgsization of the SA-
distributions of several batchesAs will be clear shortly, this is a salient characteristican-
gelization that distinguishes it from traditional generation. The bipartite graph in Figure 2
demonstrates the synthesization relationships betwegtetsiand batches for the angelization in
Table 3. For example, the SA-distribution of bucket 1 is bgsized from the SA-distributions of
batches 1 and 2.
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B_flig:h Disease | Count Age | Sex Bj‘g:h
1 | pneumonid 1 [21,23]] M 1
Bateh 1{ |- P e 1 [2123] M |2 |y Bucketl
2 | pneumonia 1 [38,40]| F 1
Batch 2{ 2 | bronchitis| 1 [3840]] F | 2 }Bucket 2
3 pneumonig 1 [41,43]] M 3
Batch 3 3 | bronchitis| 1 (41,43 M | 4 }Bucket 3
4 pneumonig 1 [58,60]| F 3
Batch 4| —Tpronchitls| 1 BB60] F 4 ) Bucket4

(a) The batch table (BT) (b) The generalized table (GT)
Table 3: ANGEL publication

Equivalence SA
classes distributions

| bucket 1 |
| bucket 2 |
| bucket 3 |

Figure 2. Synthesization graph of the angelization in T&ble

synthesize

As with conventional generalization, in angelization, 8%&-distribution f associated with an EC
C'is also an adversary’s understanding about an individaalsitive value, after realizing that the

individual is inC'. This is illustrated in the next example.

Example 2. Assume that, given the BT and GT in Table 3, an adversary warderive Alan’s
disease, knowing his age 21 and sex M. By these QIl-valuesdéersary learns from GT (Ta-
ble 3b) that Alan must be in Bucket 1, containing the first twwsof GT. Let/ be the set of those
two rows.n(I,1) = 1, since a tuple i has 1 as it8atch-ID. Similarly,n(1,2) = 1,n(/,3) =0
andn(/,4) = 0.

Based on the above information, the adversary assumes thatrAhy fall in Batch 1 with a
probability n(7,1)/|I| = 1/2, and in Batch 2 with likelihood:(7,2)/|I| = 1/2. As a result,
her/his probabilistic modeling of Alan’s disease should be a weighted sum of the SA-diginhs
f1, f2in Batches 1 and 2, respectively. Here, as indicated in BT €éTa4),f; is a vector{0.5, 0.5,
where the first and second values correspong; (pneumonia and f;(bronchitig, respectively.

Likewise, f, is also{0.5, 0.5. Hence, by Equation 2 evaluates td 0.5, 0.3 as well, implying

12



that, after the linking attack, the adversary believes &lah contractegpneumoniaor bronchitis

with equal chance. [

The privacy guarantee of ANGEL relies on:

Lemma 1. If principle P is monotonic,f = M(C), as calculated by Equation 2, must satigfy

Proof. Thislemma is a special case of Theorem 1 to be establishestiiog 4.2, which provides

a much more general result. O

As Lemma 1 holds for ang’ € F, the BT and GT output by angelization determine a generaliza-
tion (F, M) that satisfie$?. Furthermore, by Definition 7, each EC has size at Ieagamely,£

is k-anonymous. Hence, angelization qualifies both goals givéime end of Section 2.

Since angelization has been captured by the E-M modelingir{iden 3), in the sequel, we often
denote an angelization ky=, M), which will be used interchangeably with the standard BT-GT
definition. To avoid confusion, we adopt the tesimple generalizatioto refer to an anonymized
table obtained by conventional generalization. For examfdble 1b is a simple generalization of
Table 1a. Remember that a simple generalization also hasquigadent representations: it can

be indicated as a relation like Table 1b, or as a p&ir\M/).
3.4 Relevance to Simple Generalization

Angelization captures simple generalization as a speeisé:c given any simple generalization
T* = (E, M) of the microdatd’, we can always construct a corresponding angelizgtin)/’)
such thatr = E" andM = M'. Towards this purpose, it suffices to create a batch partitgpand
a bucket partitioning that coincide with each other: evetch (bucket) corresponds to a QI-group

in 7*. These two partitionings define the angelizati@i, /') mentioned earlier.

To illustrate, consider the simple generalization in Taldgwith respect to the microdata of Ta-
ble 1a). To build its corresponding angelization, we creatmtch (bucket) partitioning, where
each batch (bucket) is a QIl-group in Table 1b:

Batch (Bucket) 1{Alan, Bob, Carrie, Daisy

13



Batch

Age | Sex D
[21,40])] * 1
[21,40] * | 1
Batch Di c [21,40]| * 1 Bucket 1
qp | Drsease | Count [13140) * [ 1
1 | pneumonigd 2 [41,60] * 2
Batch 1{ ; bronchitis g {ji,gg} : 3 }Bucketz
pneumonig ,
BatChz{ 2 bronchitis 2 [41,60]| * 2

(a) The batch table (BT) (b) The generalized table (GT)
Table 4. ANGEL version of Table 1b

Batch (Bucket) 2{Eddy, Frank, Gloria, Helerja

They lead to the angelization in Table 4.

The above transformation @ne-way hamely,an angelization does not necessarily determine a
generalization that can be equated to any simple genet&izaThis can be best understood by
recalling how the SA-distribution of an EC is constructed in each case. As shown in Figure 2,
in angelization, the SA-distribution df (i.e., a bucket) may need to be synthesized from multiple
SA-distributions. This never happens in simple generatinavhere, as demonstrated in Exam-
ple 1, the SA-distribution of’ (i.e., a Ql-group) is always determined by a unique SA-itistron:
that inC' itself.

Next, we give a method of finding an angelization of the miatad’. The method leverages two
(arbitrary) algorithmsA L and AL, that compute a simple generalization conforming to prilecip

P andk-anonymity, respectively. Specifically, there are threpst

e First, we runALp to get a simple generalizatidfi; of 7. The set of Ql-groups ifi’; is

taken as a batch partitioning.

o Similarly, we executedL; to acquire a simple generalizatidrf of 7', whose QI-groups

constitute a bucket partitioning.

e Finally, discardingl’; andT};, we derive an angelization from the batch and bucket parti-

tionings according to Definition 8.

For example, leP be 2-diversity, and: = 2. Given the microdata of Table 1d,L» (AL;) would
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Name | Age | Sex| Disease | Name | Age | Sex| Disease
Alan |[21,38]| * |pneumonia Alan |[21,23]| M | pneumonig

Carrie | [21,38]| * | bronchitis Bob |[21,23]| M | pneumonia
Bob |[23,40]| * |pneumonia Carrie | [38,40]| F | bronchitis
Daisy | [23,40]| * | bronchitis | Daisy |[38,40]| F | bronchitis
Eddy | [41,58]| * |pneumonia Eddy |[41,43]| M | pneumonig

Gloria | [41,58]| * | bronchitis | Frank | [41,43]| M | pneumonia
Frank | [43,60]| * |pneumonia Gloria | [58,60]| F | bronchitis

Helena| [43,60] | * | bronchitis | Helena| [58,60]| F | bronchitis

@) 7% (b) T}

Table 5: Computing an angelization (microdata Table 1a)

outputT} = Table 5a {}; = Table 5b), which is 2-diverse (2-anonymous), and detersnthe
batch (bucket) partitioning given in Section 3.1. Recall th@se batch and bucket partitionings
lead to the angelization in Table 3. Note that the final gdize@ values in GT (Table 3b) are
identical to those i}’ (Table 5b). Namely, the generalized value§’in(Table 5a) are not impor-
tant at all, and discarded right away. Hence, if a certaindew scheme needs to be enforced, it
suffices to do so i}, i.e.,the Ql-groups irnl’; can be formed freely, without being constrained
by the recoding scheme at aFor example, Table 5a does not conform to strict globaldeap

as there is overlap in th&geintervals of different QI-groups.

The fact that angelization captures simple generalizatsom special case immediately implies that
the formemeverloses more information than the latter. In the worst cag@gifangelization com-
puted as above turns out to retain less information fata simple generalization under principle
P), we can always create another angelization equival€fit tdHowever, in practice, this is rarely
necessary. The main observation is thatnonymity is usually (much) easier to satisfy tHan
As a result, thé:-anonymous generalizatidfj; of 7" preserves much more information th&p.
Inheriting the Ql-values df ¥, the GT of an angelization also preserves much more QI irdion
than7’;. Such a significant gain makes it rather unlikely for the alleangelization to lose more
data tharl’;. Note that this is especially the case whgnis a stringent principle imposing strong
privacy control (in which case there is even greater diffeeein the QI information retained By’

andT%).

Our angelization algorithm is applicable to any monotonicgple P. Furthermore, it allows

researchers to focus on studying algorithms that produplsigeneralizations fulfilling?. Once
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Age | Sex| QI-Group
21 M 1
23 M 1
38 F 1
40 E 1 QI-Group | Disease | Count
41 M 2 1 pneumonig 2
43 M 2 1 bronchitis 2
58 F 2 2 pneumonig 2
60 F 2 2 bronchitis 2
() QIT (b) ST

Table 6: Anatomy version of Table 1b

such an algorithm is available, we can immediately comhkimgth a k-anonymous algorithm to

compute angelizations satisfyirig)
3.5 Comparison with Anatomy

Angelization should not be confused wenatomy{40], which looks similar only because it also
publishes two tables. The strongest evidence is that ayagoes hand-in-hand with simple gen-
eralization — every simple generalization can be mappedtaratomy, and conversely, every
anatomy can be mapped to a simple generalization. In conasexplained in Section 3.4, ange-

lization is a superset of simple generalization, and hesilse,a superset of anatomy.

The bijection between anatomy and simple generalizaties il the fact that both of them are
based on &ingle partitioning of the microdata into QI-groups (anageliaatihowever, uses two
partitionings). For example, corresponding to the simmeegalization of Table 1b, anatomy
produces &I table (QIT) and asensitive tablgST), illustrated in Table 6, as follows. First, it
numbers the QI-groups in Table 1b: the first group has an IDnil,the second 2. Then, for
any tuple in Table 1b, anatomy insertsatsginal Ql-values into QIT, together with the ID of the
QI-group containing it. For instance, the first row of QIT fle@ 6a) is obtained from the first
tuple of Table 1b. ST, on the other hand, provides the stisif the sensitive values in each
QI-group. The first row of the ST (Table 6b), for example, sdngd two tuples in Ql-group 1 carry
pneumoniaThis finishes the conversion from simple generalizaticartatomy. Conversely, given
an anatomy (i.e., a pair of QIT and ST), it is even easier tetrant the simple generalization —
just (i) take the set of QI-groups of the microdata as indidah (theQI-group column of) QIT,

and (ii) generalize each QI-group in an ordinary way.
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Batch-ID | Disease | Count Age | Sex| Zipcode | Batch-ID Zipcode | Batch-ID
1 pneumonig 1 [21,23]| M | [10k,58k] 1 [10k,12K] 1
1 flu 1 [21,23]| M | [10k,58K] 1 [10k,12K] 2
2 bronchitis 1 [58,60]| F | [12k,60K] 2 [58k,60K] 1
2 pneumonig 1 [58,60]| F | [12k,60Kk] 2 [58Kk,60K] 2
3 flu 1 [70,72]| M | [78Kk,80K] 3 [78k,80K] 3
3 bronchitis 1 [70,72]| M | [78K,80K] 3 [78k,80K] 3
(d) BT (b) The first GT (c) The second GT

Table 7: Marginal publications by angelization (microd&sdle 2a)

It is worth noting that, anatomy releases all the QI-valuesctly. This is yet another difference
between anatomy and angelization. Disclosing the precisealQes is not permitted in those
applications where presence attacks (mentioned in SezZ}iare a concern. Finally, whénequals

1, angelization actually gracefully degrades into anatdmyther words, if an application allows
direct publication of QI-values (e.g., those applicatiamgere anatomy is applicable), angelization

can also be employed (by settikdo 1).

4 Marginal Publication

Our discussion so far focuses on releasing only a singleyemiaed version, including all the
attributes of the microdata. In the sequel, we deal with maigoublication, which has been
introduced in Section 1. Section 4.1 first elaborates howebragion can be utilized for this

purpose. Then, Section 4.2 analyzes its privacy guarantees
4.1 Deployment of Angelization

Following the notations of the previous section,/1dbe a microdata table with a sensitive attribute
X, andP the anonymization principle selected by the publisher. tNexe will explain how to

leverage ANGEL to publish any marginals6f while ensuring the guarantee Bf

Without loss of generality, suppose that we need to releasarginals, denoted &s,, Go, ...,Gy,
respectively. Eaclir; (1 < i < g) is a set of attributes ii'. We assume thaX” appears in all of
G1, Gy, ...,G4. Note that this assumption is reasonable, because itialttvpublish a marginal
that does not contaiX’ — we can simply releaselaanonymous generalization of (the projection

of T onto) G, without worrying about privacy breach [20].
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ANGEL accomplishes the task by releasing one BT an@Ts. Intuitively, the BT is shared
by all marginals, and yet, every marginal has a GT of its ownrtifermore, the; + 1 tables
are obtained through + 1 simple generalizations, includingkaanonymous generalization (for
obtaining the BT) and generalizations conforming 8 (one for each GT). Formally, letL, be
any algorithm for computing &anonymous generalization, add.» any algorithm for computing

a generalization undé?. ANGEL employs the following procedures for marginal pahtion:

1. RunALp on T to obtain a simple generalizaticfi;. Decide a batch partitioning df
according to the equivalence classed’jn Denote the batch partitioning @%>. Note that
Ep is a set, where each element is a batch (which can also balesbas a set of tuples in
7).

2. For each marginak; (1 < i < g), run AL, onIlg, (7) (i.e., the projection of” onto G;)
to obtain a simple generalizatidfj;. Decide a bucket partitioning af according to the
equivalence classes ;. Denote the bucket partitioning &s, which is a set where each

element is a bucket (also a set of tuples).

3. HavingEp andEy, ..., By, we are ready to produce the BT and GTs according to Definition 8
Specifically, the batch partitioning(.) alone uniquely decides a BT as follows. For every
batchB in E(.) and every sensitive valueappearing in3, we create a rowi, z, y) in the

BT, wherei is the batch-ID ofBB, andy the number of occurrences ofin B.

After this, we generate a GT for each margital(1 < i < g), using Ep and the bucket
partitioning £;. Recall that?; comes from &-anonymous generalizatidfy; of I, (7') (in

other words [}, does not involve any attribute outsidg). For every tuple of 7', we insert
a row in the GT containing the generalized values of 7}, together with the ID of the

batch inE'p» containingt. Apparently, such a GT has no attribute outsige

Example 3. To demonstrate the above procedures, let us assume thatictedata tablel” is

Table 2a, and we need to publish two marginals:

G1 = {Age Sex Zipcode Diseasé
G5 = {Zipcode Diseasé.
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Let the privacy principlé® be 2-diversity, and the parametfeof ANGEL be 2. To apply ANGEL,
we first choose two algorithm4 L, and AL, for computing 2-diverse and 2-anonymous (simple)
generalizations, respectively (e.g., botlh» and AL, can be theMondrian algorithm in [23]).

Given these algorithms, ANGEL computes a BT and 2 GTs as fallow

First, it appliesAL» to obtain a 2-diverse generalizati@iy of 7', and derives a batch partitioning

Ep from T5. For simplicity, let us assume thal, has these 3 batches:
B; ={Alan, Bob}, B, = {Carrie, Daisy, B3 = {Eddy, Frank.

As a second step, ANGEL determines two bucket partitioniigand F, for marginalsG; and
G4, respectively. Specifically; comes from a 2-anonymous generalizatiori7ofreturned by

algorithmAL;). For our example, assume that includes 3 buckets:
C: ={Alan, Bob}, C, = {Carrie, Daisy, C; = {Eddy, Frank.

Similarly, to obtainE£,, ANGEL takes the projection of’ onto G5, invokes AL, to find a 2-
anonymous generalization of the projection, and spakgom the generalization. For illustra-

tion, assume thalt’; has these buckets:
C; = {Alan, Carrig, C} = {Bob, Daisy}, C}, = {Eddy, Frang.

In the last step, ANGEL determines the contents of a BT and tWe feom Ep, E;, and E».
Table 7a gives the BT, which is decided frafi» alone. For example, the first row of Table 7
implies that only a single tuple in the batéh of Fr carriespneumonia Table 7b shows the GT
released for margind},, which is computed fron’» and ;. For instance, the first two tuples of
Table 7b correspond to the buckgét of E;. Both tuples have value 1 as th&atch-1D because
the two individuals inC'; both appear in the buckét, of F». Table 7c presents the GT released
for marginalG,, which is derived in the same fashion frali» and F,. Note, however, that this

GT does not have attribut&exandZipcode as they are absent fro6y,. [

The next subsection proves that releasing ¢he 1 tables output by the above strateglyvays
automatically fulfills the principlé®. Hence, unlike the solutions in [20], our approach does not

require any post-processing step to assess the privacy risk
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4.2 Privacy Guarantees

Next, we will analyze the quality of privacy protection of A¥EL. Towards this purpose, Sec-
tion 4.2.1 first elaborates a framework for quantifying tisé& of publishing marginals with simple

generalization. Then, Section 4.2.2 employs the framewmdiscuss the guarantee of ANGEL.
4.2.1 Simple Generalization

The d Ql-attributes of the microdat@ together define d@-dimensionalQl-space On the other
hand, let us use the teromiverseto refer to the(d + 1)-dimensional space that involves all the
columns off". Namely, the universe has one more dimension (i.e., thetsenattribute X') than
the Ql-space. For simplicity, we assume that all dimensenesdiscrete. Our analysis can be

extended to the continuous case with straightforward adiapt

The distribution of the microdat& can be fully described by @ + 1)-dimensional pdfD. Specif-
ically, we can represent a poiptin the universe as a pair @ andz, where( is a point in the

Ql-space (having QI values) and: is a sensitive value. The®) is represented as

D(Q,x) = [(Q, z)|/|T| 3)

where|(Q, x)| gives the number of tuples i whose Ql-values ar@ and their sensitive values are
x. Specially, if there is no such tuplg(, z)| equals 0. Obviously, no publication should allow the
public to obtainD(., .) exactly; otherwise, the entifE is disclosed directly. Instead, the objective

of publication is to permit users to build a close approxioraD*(.,.) of D(.,.).

Without loss of generality, assume that we need to relebsaftonymized versions of)marginals
of T. LetTy, T3, ..., T; be the generalized tables for thenarginals, respectively. In the sequel,
we will first explain how to construct the distributidn®(., .) from 77, ..., T, and then discuss the

privacy revealed by*(.,.).

Calculation of D*. Let O be the set of individuals T, whose QI- and sensitive values are
unknown to us. Rebuilding is equivalent to conjecturing, for each persor O, her/his QI-

valueso. and sensitive value. X . The only clues available are:

e 0.Q) is a pointin the Ql-space.
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e The tuple ofo has been generalized to a tuple in eaciof7y, ..., T}, respectively.

We take arandom-world approacho rebuild7. The idea is as follows. Since we have no further
information aboub.Q), it is reasonable to postulate that) may be any point) in the QI-space
with an equal probability. Likewise, for eache [1, g, it is fair to assume that has been gen-
eralized to any tuple of with the same chance. Of course, our conjectures must bestamts
with the available clues. Specifically, l&tbe the tuple that we think is associated witin 7;".
Then, two conditions must hold. Firsp is indeed covered by the (generalized) Ql-values; of
Second, all of7, 2, ..., t; must have an identical sensitive value (because the sensitiueo. X

of o never changes in any generalization). Finally, obvioustymust prevent any two individuals

from being associated with the same tuple in @jiy

Once the QI- and sensitive values of everybodyirhave been determined as above, we have
found a table that could have been the rEalSuch a table is calledw&orld. More formally, a
world is defined byy + 1 functionsq(.), hi(.), ..., hy(.). Functiong(.) returns the point in the
Ql-space of an individuad € O, namely,0.QQ = ¢(0). Functionh;(.) (1 < i < g), on the other
hand, maps each € O to a distinct integeh; (o) in [1, |T7|], implying the association of with

the h,;(0)-th tuple inT*. Denote this tuple ag. Then, the Ql-values of each (1 < i < g) must

coverq(o), and all thef, ..., t7 must carry the same sensitive value.

Example 4. To illustrate the concept of worlds, assume that the mideo@dais Table 2a, and
we have released two marginal¥ and7; as Tables 2b and 2c, respectively. Heteequals
{Alan, Boh, Carrie, Daisy, Eddy, Frank}. Consider the following function(.), which maps each

individual to a point in the Ql-space:

g(Alan) = (21, M, 10k),q(Bob) = (23, M, 58K),g(Carrie) = (58, F, 12K),
g(Daisy) = (60, F, 60k) g(Eddy) = (70, M, 78K),q(Frank) = (72, M, 80K).

Also, consider the functioh; (.) below:

hy(Alan) =1, h;(Bob) = 2, hy (Carrie) = 3
h,(Daisy) = 4, h,(Eddy) = 6, h;(Frank) = 5.
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Name | Age | Sex | Zip. | Disease
Alan | 21 | M | 10k | pneumonia
Bob | 23 | M | 58k flu
Carrie | 58 | F | 12k | bronchitis
Daisy | 60 | F | 60k | pneumonia
Eddy | 70 | M | 78k | bronchitis
Frank | 72 | M | 80k flu

Table 8: A possible world built from the marginal publicatim Table 2

For instanceh, (Alan) = 1 indicates that we think Alan has been generalized to tketfiple in

T7. Finally, consider functiorh,(.) as:

ho(Alan) = 1, hy(Bob) = 3, hy(Carrie) = 2
ho(Daisy) = 4, ho(Eddy) = 6, hy(Frank) = 5.

There is no inconsistency among.), ~1(.) and hy(.). For example, thé,; (Alan)-st tuple of
Table 2b indeed has the same sensitive value as,{t#dan)-st tuple of Table 2c. Furthermore, the

QI-values of both tuples indeed covgAlan).

The functionsy(.), k1 (.), andhy(.) define a world, which is a table (see Table 8) that could have
been a possible instance of the microdata. Note that thanostdiffers from the real microdata in

the diseases of Eddy and Frank. [

Remember that our goal is to build an approximate verdiof,.) of the actual pdfD(.,.) of
the microdatal”. For every point(@, =) in the universe, we must decide a value fot(Q, x).

Assuming all worlds are equally likely, we have

D*(Q,r) = a(Q, x)/aau, 4)

wherea(Q, x) is the number of worlds that associate an arbitrary indaidu= O with Ql-values

(2 and sensitive value, anda,; is the total number of worlds.

Privacy Risk. Consider a linking attack where an adversary has the exaealQésv.Q = (Q of a
victim v, and wants to derive a SA-distributigi.) for the sensitive value. X of v. By studying
Ty, ..., T,, s/he obtains a distributio®*(.,.) as shown in Equation 4. Note th&x*((), z) is the

joint probability that a person’s Ql-values afe and her/his sensitive value is. On the other
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hand, f(z) is the probability for a person to have sensitive valiggiventhat her/his Ql-values
are(). Formally:
Priv.e =z,v.Q = Q]
) = PrivX =zv@Q=0Q|=
f(@) [ | ] Y owwex Prive =12,0v.Q = Q]
D*(v.Q, x)

N ZV:B’EX D*(U'va,). (5)

Therefore, a marginal publication qualifies a princifleif and only if the f(.) (calculated as

above) of every personfulfills P.

It is worth mentioning that our derivation actually provadan alternative interpretation of the
“maximum likelihood probability” in [20]. Our result, hower, does not contradict the NP-
hardness proved in [20]. In fact, the NP-hardness suggeatsEquation 5 cannot be always
computed in polynomial time, which excludes simple geneatibn as a practical approach for

marginal publication.
4.2.2 Angelization

Interestingly, we can leverage the above theory to analyeeptivacy guarantee of ANGEL in
marginal publication. To understand the intuition, coesithe BT in Table 7a, and the two GTs
in Tables 7b, 7c, respectively. Let us temporarily ignome BT, and regard Tables 7b and 7c as
two simple generalizations, ahtch-ID as the sensitive attribute. Thus, given the Ql-valués

of any victim v, an adversary uses Equation 5 to compute a “SA”-distrilbufig.): for every
integeri € [1, 3] (where 3 is the number of batches; see Table 74)) gives the probability that

v belongs to batctB;. Now, bring back the BT, and tre@ltiseaseas the real sensitive attribute.
The adversary consults the BT and obtains the SA-distribytio) in eachB; (1 < i < 3). The
final SA-distributionf(.) of v equalsy_;_, (f'(i) - f;), wheref; (1 < i < 3) is them-dimensional

vector format off;(.), andm is the domain size dDisease

Extending the previous discussion to the general caseaigktforward. A linking attack derives
the SA-distributionf(.) of a victim v in two steps. In the first step, the adversary examines all
the GTs, and applies Equation 5 to derif/é.), which captures the probability thaffalls in each
batchB; (1 < i < b, whereb is the number of batches). Then, in the second step, the sadyer
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Figure 3: The original and approximated data distributions

Computes
f=c-fitc-fot..+e-fp (6)

wherec; equalsf’(i), and f; is them-dimensional vector format of the SA-distributigi(.) in
batchB; (1 < i < b). Remember thaf;(.) can be obtained from BT.

As mentioned earlier, the exact computationfdfi) in the above equation may not be settled
in polynomial time. However, it does not matter the final f always qualifies the underlying
anonymization principléP, regardless of the values gf(i). We establish this guarantee with

Lemma 2 and Theorem 1.

Lemma 2. For any: € [1,b], f/(i) is a rational value.

Proof. It suffices to prove that Equation 5 returns only rationalieal This is true because, for any
Q@ andzx, D*(Q, x) is rational — it is the ratio of integeks(Q, =) anda,; as shown in Equation 4.

]

Theorem 1. If ¢4, ..., ¢, are rational andP is monotonic, the SA-distributiofy(.), as calculated in

Equation 6, always satisfigg.

Proof. We aim at constructing a seét of multi-sets of sensitive values such that (i) the SA-
distribution of every multi-set qualifie®, and (ii) the union of all multi-sets has exactly the SA-
distributionf(.). Once such af is found, the correctness of the theorem follows the monoityn

of P.
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Sincec; (1 < i < b) is rational, it can be represented@g 3;, wherea; andj; are integers. Let
S; be the multi-set of sensitive values I5). Usec to denote the least common multiple [6f |,

|Sal, ... [Sh
S is empty. Then, for each; (1 < i < b), we addw; - (5/5;) - (¢/|S;|) copies of it toS. Since,
by Definition 6, the SA-distributiory;(.) of every batchB; (1 < i < b) satisfiesP, the resultingS
fulfills the conditions (i) and (ii) stated at the beginninftioe proof. m

, andg the least common multiple gfy, 3., ..., 3,. We build anS' as follows. Initially,

5 Data Analysis

Anonymized data is useless, unless it allows researchersderstand the distribution in the orig-
inal microdatal’. In fact, every generalization governed by the E-M modebfdpefinition 3
allows an analyst to reconstruct an approximate versiohebtiginal microdata distribution. In

the sequel, we explain the reconstruction, and demonshrateuperiority of angelization.

Data Reconstruction. Again, let7T be a microdata table witd Ql-attributes and a sensitive
attribute X. We will continue using the concepts Qf-spaceanduniversedefined in Section 4.2.

Recall that the distribution df can be captured by @ + 1)-dimensional pdiD.

Under the modeling of Definition 3, any generalizatidi, M) decides a pdD* (which approx-
imatesD) with a common mathematical form. The derivation leveratesproperty mentioned
in Section 1 that the generalized Ql-values of anE€ FE can be regarded as a rectangle in the
Ql-space. We us&(C') to denote the rectangle, an8(C')| to represent the number of points in

the QI-space covered by(C).

To computeD*(Q, z), let C be the EC inE such thatR?(C') covers point). Under strict global-

recoding, there is at most one suchlIn caseC does not existD*(Q, =) = 0; otherwise:

DX@Q,z) = (ICI/IT]) - (1/|R(C)]) - f(2) (7)
wheref = M (C) is the SA-distribution associated with

The intuition of the formula is reflected in the following ess of rebuilding a random tuplen
T from (E, M). The probability oft belonging to a particular EC' equals|C|/|T|. Next, under

the condition that falls in C, we proceed to conjecture its QI-values, namely a pofpin the QI-
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space, and its sensitive valtg. Given only the information ifF, M), we accept the modeling
thatt.) coincides with a poing) in R(C') with probability1 /| R(C')|, and independently, X takes
a sensitive value with likelihood f(z). Thus, there is a probability ¢fC'|/|T’|)- (1/|R(C)|)- f(z)

for the process to yield a reconstructed tuple with = @ andt. X = z.

The previous discussion focuses on distribution recoostni concerning the entire universe. In
practice, researchers may wish to study the correlationdsst a subset of the QI-dimensions and
the sensitive attribut&’. The above analysis can be easily adapted to support tlasEgsations 3
and 7 still apply, but with a slightly different interpreitat of Q and R(C'). Specifically,Q should

be understood as a point in the subspace of the Ql-spacenttuhtes only the Ql-attributes of

interest;R(C') becomes the rectangle 6fin this subspace.

Example 5. Figure 3a presents the distribution of the microdata in gdla, regarding the QI-
attribute Age and the sensitive attribut@isease Figure 3b shows the distribution approximated
from the simple generalization Table 1b. Figure 3c dematestrthe distribution reconstructed
from Tables 3a and 3b released by ANGEL. [

Probabilistic Counting. A counting query has the fornselect count(*) where, whereos can be
an arbitrary predicate. Such queries play a significantinodiata analysis. Particularly, in addition
to being a useful stand-alone operation for OLAP applicegiahey are also the building brick of

complex data mining tasks (e.g., association rule miniegigion tree construction, etc.).

Equation 7 provides a simple approach to derive a prob#bileswer for a counting query.
Specifically, we first identify all the Ql-attributes relevao o, which form a subspace of the
QIl-space. Then, we scrutinize the combination of every tp@iim that subspace and every sen-
sitive valuez, and collect the sef of all the pairs(@, x) that qualifyo. Then, the query answer

equals

Y. D@ x) 8)

v(Q,z)eS
whereD* is given in Equation 7.

Example 6. We explain Formula 8 using the quergelect count(*) where Age [35,45] and

Disease = pneumonjavhich has an answer of 2 on the microdata Table 1a. The sefformula 8
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contains 11 pairs: (3faneumonig (36,pneumoniy, ..., (45,pneumonia If Table 1b is employed
to process the query, Formula 8 evaluates to 0.14, baseceatidtribution in Figure 3b. On the
other hand, if we deploy Tables 3a and 3b (published by ANGEbymula 8 yields 2 by the

distribution in Figure 3b, which coincides with the actuadult. [

Marginal Publicaiton. Given a set of anonymized marginals output by angelizaasrdéscribed

in Section 4.1), data analysis directly follows the abowedssion, after the analyst has decided
the GT to use. (This GT, together with the BT, leads to an apprate distribution in the subspace
involving only the Ql-attributes of the GT and the sensitat&ibute.) A reasonable choice is to
deploy the GT that contains the least Ql-attributes irr@i¢¥o the goal of analysis. For example,
in Example 3, if the objective is to study the correlationvibtnZipcodeandDisease Table 7b
should be employed, whereas Table 7c ought to be selectruy dither Ql-attribute is included in
the study.

6 Experiments

This section experimentally evaluates the effectivenéasgelization. We use a real dataset OCC
downloadable alttp://ipums.org which contains 300k tuples each describing the persof@tin
mation of an American. OCC contains 6 attributéarital-status Work-classEducation Gender
Age andOccupationwhose domain sizes are 6, 10, 17, 2, 78, and 50, respeci@etyipations

the sensitive attribute, whereas the others are Ql-at&su

We employ the Mondrian algorithm [23] to implement angdi@a, i.e., AL = AL, = Mon-
drian, whereALp (ALy}) is the algorithm for obtaining a batch (bucket) partitimpi as explained
in Section 3.4. On each Ql-attribute, the generalized vaf@ebucket equals the minimum bound-

ing interval of the values of the tuples in the bucket. In thguel % is fixed to 10.

Data Reconstruction Error. The first experiment studies the accuracy of the data disioib
reconstructed by angelization (in the way described iniGed). Note that the distribution in-
volves all the QI- and sensitive attributes; hence, the moyuindicates how well angelization
captures the correlation in the original microdata. We meathe reconstruction error as the KL-

divergence between the reconstructed distribution andtigenal distribution. KL-divergence is
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Figure 4: Data reconstruction error

a popular metric [20, 25] for quantifying the discrepancywed distributions. For comparison, we
also gauge the error of the distribution rebuilt from cortiaral generalization (also obtained with

Mondrian).

Figure 4a (4b) demonstrates the KL-divergence (in the edtidimensional universe) as a func-
tion of [ (t), wheni-diversity ¢-closeness) is the underlying anonymization principlegélization
incurs significantly lower error than generalization, ahelit gap increases, when more stringent
privacy protection is enforced (i.e., with a largear a smaller). This is expected, because tighter
privacy control leaves conventional generalization wétvér choices (of permissible generaliza-
tions), whereas the influence on angelization is much smakeits generalization does not need
to obeyP (recall that, as explained in Section 3.4, the generalizéaes in the GT of angelization

are obtained from &-anonymous simple generalization).

Utility for Probabilistic Counting. Next, we study the utility of angelized data in concrete ana-
lytical operations. For this purpose, following the preetof [40], we use probabilistic counting as
the representative operation. Specifically, each quenthetorm: SELECT COUNT(*) FROM
OCC WHEREA; € S; AND A, € S, AND ... AND Ag € Sg. Here, A; (1 < ¢ < 6) refers to the
1-th attribute of OCC, and; includes a set of values in the domain4f Each query has a param-
eters € [0, 1], calledvolume which decides the cardinality ¢f as[|A;| - s'/]. If 4; is numerical
(i.e.,AgeandEducatior), S; is a continuous interval; otherwis§, containg.S;| random values in
the domain of4;. A workload contains 1000 queries with the sasnd-or both angelization and

generalization, the estimated answer is given by Equatidfo8 each technique, we measure its
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Figure 5: Accuracy in probabilistic counting

average relative errbin processing all the queries in a workload.

Fixing the volumes to 5%, Figure 5a (5b) plots the average error as a functidn(Qf for P =
[-diversity (-closeness). Angelization achieves fairly high accuraallicases, whereas the error
of generalization increases sharply witand¢. These results confirm the phenomena in Figure 4.
In Figure 5c (5d), we use 10-diversity (0.2-closeness) aattonymization principle, and inspect
the query error as the volume varies from 3% to 10%. Both metbedefit from a higher volume,

since in general probabilistic counting is easier whenyuesults are larger. Angelization, again,

consistently outperforms its competitor.

Marginal Publication. The last set of experiments demonstrates the advantagesrginal pub-
lication with respect to releasing only a single table. Tgathis purpose, we examine four
marginalsGy, G, ..., G4, whose dimensionalities are 2, 3, ..., 5, respectively.cBipally, G; in-
cludes attributeMarital-statusandOccupation GG, contains another attribui&ork-class G5 yet

anotherEducation andG, still anotherGender Given an anonymization principle, we prepare

4Let act andest be the actual and estimated answers respectively. Theeltdt&e error equalgst — act|/act.
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Marginal G1 Go Gs Gy
Errorusing GT| 0.25| 2.90| 6.18 | 8.96
Errorusing GT | 0.03| 1.13| 3.71 | 6.06

(a) KL-divergence unit0—2, P = 10-diversity
Marginal G1 GQ Gg G4

Errorusing GT | 0.30| 3.20| 6.79 | 9.31

Errorusing GT | 0.08 | 1.38| 4.20| 6.22

(b) KL-divergence uniti0~2, P = 0.2-closeness

Table 9: Reconstruction error of marginals

a marginal publication including a BT and 5 group tables: GT; G5Ts, ..., GT;, where GT is
for all the QI attributes, and'T; for G; (1 < i < 4). Now, for eachiz; (1 < i < 4), we compare
the errors of the distributions (in the subspace decided pyeconstructed from (i) BT and GT,
and (ii) BT and GT. A larger difference between the two errors indicates migneificant benefits

from publishing GT.

Table 9a (9b) illustrates the comparison results wiers 10-diversity (0.2-closeness). In all
cases, releasing marginals always reduces reconstrustion Furthermore, the improvement
becomes more obvious when a marginal has a lower dimengjon@his is expected, because
generalization in a low-dimensional subspace incurs mudilsr information loss, compared to

generalization in the original universe.

7 Related Work

This section surveys the previous work on privacy presegryuablication. We will first discuss
the existing anonymization principles, and then reviewkhewn generalization algorithms. Fi-
nally, we will briefly cover alternative anonymization mettologies and other areas related to data

privacy.

Anonymization principles. Privacy protection must take into account the knowledgedoka
saries. A common assumption is that an adversary has this@@tvalues of all individuals in
the microdata. Indeed, these values can be obtained, forg&aby knowing a person or consult-

ing an external source such as a voter registration list [34]

Under this assumptiork-anonymity,/-diversity, and:-closeness (elaborated in Section 2) aim at
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preventing the accurate inference of individuals’ sewsiialues. Many other principles share this
objective. («, k)-anonymity{39] combines the previous two principles: each Ql-grousniave
sizek and at mosty percent of its tuples can have the same sensitive valu@variance[42]

is a stricter version of-diversity, by dictating each group to have exactlytuples with different
sensitive values. Thpersonalized approacf#1] allows each individual to specify her/his own
degree of privacy preservation. The above principles dethl eategorical sensitive attributes,
whereagk, e)-anonymity [45] supports numerical ongg:, e)-anonymity demands that each QI-
group should have size at ledstand the largest and smallest sensitive values in a group mus

differ by at leaste.

o-presenceg29] assumes the same background knowledge as the eaiherptes, but ensures
a different type of privacy. It prevents an adversary fronowimg whether an individual has a
record in the microdata (i.e., a presence attack mentiam&ction 2).(c, k)-safety[26] tackles
stronger background knowledge. In addition to individu&l$ values, an adversary may have
several pieces amplicational knowledge'if persono, has sensitive valug , then another person
0o has sensitive value,”. (c,k)-safety guarantees that, even if an adversarythageces of
such knowledge, no individual’s sensitive value can beldssd with probability higher than
Achieving a similar purpose, thekyline privacy{11] guards against an extra type of knowledge.
Namely, an adversary may have already known the sensitivevaf some individuals before

inspecting the published contents.

Generalization algorithms. Numerous heuristic algorithms have been developed to ctangaun-
eralization with small information loss. These algorithame general, since they can be applied
to many of the anonymization principles reviewed earligre&fically, a genetic algorithm is de-
veloped in [18], and the branch-and-bound paradigm is eyeplon a set-enumeration tree in [7].
Top-down and bottom-up algorithms are presented in [15, #8pgnito[22] borrows ideas from
frequent item set mining, whil®ondrian [23] takes a partitioning approach reminiscent of kd-
trees. In [16], space filling curves are leveraged to fat#éitgeneralization, and the work of [17]
draws an analogy between spatial indexing and generalizaihe above approaches minimize
a generic metric of information loss, whereawarkload-awaremethod [21] uses a representa-

tive workload supplied by userssequential publicatioms addressed in [37]. As shown in [38],
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the previous algorithms may suffer frominimality attackswhich can be avoided by introducing

some randomization.

The algorithms mentioned earlier work well on practicabdats, but do not have attractive asymp-
totical performance in the worst case. This motivates stidin the theoretical aspects of the
anonymization problem. Interestingly, all the know theigad results focus ok-anonymity. Mey-
erson and Williams [27] are the first to prove the NP-hardimésgptimal k-anonymous general-
ization, and give ai® (% log k)-approximation algorithm. Aggarwal et al. [4] reduce th@gxi-
mation ratio toO(k), which is further improved t®)(log k) by Park and Shim [30]. Unlike these
solutions whose approximation ratios are functiong,dDu et al. [12] present a method having a
ratio O(d), whered is the number of attributes in the QID. Aggarwal et al. [3] eleyp constant

approximation algorithms.

Further Research on Privacy. So far we have focused on generalization, while anonymized
publication can also be achieved by other methodologieso dnd Tao [40] advoca&natomy
that has been explained in Section 3.5. Aggarwal and Yu [gjgthethecondensation method
which releases only selected statistics about each QlpgrBastogi et al. [31] emplogerturba-
tion. Finally, besides data publication, anonymity issuesearianany other environments. Some
examples include anonymized surveying [6, 14], statistiesabases [10, 13, 28], cryptographic

computing [19, 32, 36], access control [5, 8, 9], and so on.

8 Conclusions

This paper proposes angelization as a new anonymizatitmitgee for privacy preserving pub-
lication, which is applicable to any monotonic anonymiaatprinciple. Angelization subsumes
traditional generalization as a special case. It produnemnanymized relation that achieves the
same privacy guarantee (as conventional generalizabaobhpermits a much more accurate recon-
struction of the original data distribution. Furthermaaegelization offers a simple and rigorous
solution to anonymized marginal publication, which wasvpresly a difficult issue with conven-

tional generalization.

This work also initiates several directions for future woFecall that ANGEL utilizes the exist-
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ing algorithms of simple generalization to perform angsian. It would be interesting to study
whether it is possible to obtain better angelization dlyeetithout resorting to simple generaliza-
tion. Furthermore, in this paper, we have considered omliicsinicrodata that do not need to be
updated. In practice, there may be a need to publish anoésion of the microdata after it has
received sufficient insertions and/or deletions [42]. Briag our technique to such a republica-
tion scenario is an exciting topic. Finally, it would be deabing to investigate how to employ the
distribution reconstructed from angelization (in the wagcribed Section 5) to perform advanced

data mining such as decision tree classification, assoniatie mining, etc.
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